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B Student brings infected system into university (lateral
movement?)

B Get iInformation about malicious |IP addresses
W Server with no forensic analysis possible

B Colleagues ask: who is still using old DNS servers?
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Netflows

A{]}
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B Information about network connections solves this problem

B Connections are unique by Quintupel
W [P src/dest
M port src/dest
W [ayer-4 protocol (udp/tcp)

B Called: Network flows
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Netflows

m~1990 (first) Cisco Implementation

m Other vendors: sflow (early 2000)
B sampling as integral component

B Most (all?) network equipment is capable to send netflows

B netflows are hard to tamper
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Current solution: nfsen ﬂ("

Karlsruher Institut fir Technologie

- C O 8 & https://flows-1.cert.kit.edu/nfsen.php?tab=2 Ay

I rcn-0441-1-4-2-1013 102.6/s 81.2/s 18.1/s 21/s 1.2/s 749.3Kk/s 749.3Kk/s 19.6/s 2.5/s 13/s 9.0Gb/s 9.0Gb/s 14.2Kkb/s 15kb/s 742.0b/s
I rcs-2021-1-4-1-1013 10.7/s 7.8/s 23/s 02/s 0.4/s 55.7Kk/s 55.7K/s 6.2/s 04/s 2.0/s 195.0 Mb/s 195.0 Mb/s 18.0Kkb/s 297.0b/s  2.0Kkb/s
rcn-0144-1-1-2-1013  521.9/s 356.3 /s 100.6/s 44.4/s 20.6/s 64.2k/s 40.7k/s 9.3k/s 62.5/s 14.1k/s 508.1 Mb/s 353.9 Mb/s 91.1 Mb/s 38.4kb/s 63.1 Mb/s

I rcn-0441-1-6-2-1013 88.7/s 843/s 4.4/s 0.0/s 0/s 414k/s 413k/s 1771/s 0.0/s 0/s 95.9Mb/s 95.4Mb/s 503.1kb/s 12.8Db/s 0 b/s
rcs-2021-1-1-1-1013 2.0k/s 1.1k/s 758.5/s 89.6/s 22.3/s 42.8Kk/s 40.8Kk/s 1.8k/s 111.0/s 60.3/s 326.2 Mb/s 324.2Mb/s 1.9Mb/s 82.3Kkb/s 60.7 kb/s
I bwnet100g-vpn 16/s 01/s 06/s 09/s 0.2/s 2.5 /s 0.2/s 08/s 12/s 02/s 1.7kb/s 1184b/s 1.1kb/s 421.5b/s 134.3Db/s

I rcs-2021-1-1-2-1013 1.7k/s 1.4k/s 94.8/s 116.6/s 26.2/s 29.7k/s 28.7k/s 605.2/s 131.6 /s 247.7 /s 172.3 Mb/s 171.3 Mb/s 622.1 kb/s 98.7 kb/s 288.0 kb/s
I rcs-3050-1-2-2-1013 837.9/s 3829 /s 280.8/s 44.2/s 130.0/s 227.5k/s 223.6k/s 2.0k/s 78.2/s 18k/s 24Gb/s 24Gb/s 68Mb/s 51.5kb/s 2.1 Mb/s
rcn-0442-1-1-1-1013 1.1 k/s 376.3 /s 669.3/s 46.0/s 24.0/s 683 k/s 40.0k/s 15.6Kk/s 65.2/s 12.7k/s 557.9 Mb/s 312.6 Mb/s 162.7 Mb/s 40.8 kb/s 82.5 Mb/s

rcn-0441-1-6-1-1013 87.7/s 83.4/s 4.3]s 0/s 0/s 27.1k/s 25.8Kk/s 1.3K/s 0/s 0/s 168.7 Mb/s 164.4 Mb/s 4.4 Mb/s 0b/s 0b/s
I r-bb-wh-lo0 69/s 22/s 04/s 42/s 0.1/s 78.0/s 6.2 /s 6.5/s 65.3/s 0.1/s 49.6kb/s 2.4 kb/s 5.0 kb/s 42.2 kb/s 24.9 b/s
r-ig-i 0/s 0/s 0/s 0/s 0/s 0/s 0/s 0/s 0/s 0/s 0 b/s 0b/s 0 b/s 0 b/s 0 b/s
all: tep: udp: icmp: other: all: tep: udp: icmp: other: all: tcp: udp: icmp: other:
TOTAL 54.6k/s 36.1k/s 11.2k/s 49Kk/s 2.3Kk/s 8.1M/s 7.7M/s 354.7k/s 12.5k/s 48.1Kk/s 86.1 Gb/s 83.2Gb/s 2.7Gb/s 8.7 Mb/s 197.5 Mb/s
All || None Display: O Sum @ Rate
Netflow Processing
Source: Filter: Options:
rcn-0441-1-15-2 List Flows @ Stat TOpN
rcn-0441-1-15-1 Top: 10 v
rcn-0441-1-14-2 Stat: Any IP Address v order by | flows v
rcn-0441-1-14-1 o
Limit: Packets v || > v |0 - Vv
rcs-tmn-1-2-lo13 .
rcs-tmn-1-1-013 | and | none v LUl /TPv6 long
All Sources

Clear Form || process
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You Know, for Search! (ELK AT
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Production Cluster
kibana.cert kit.edu ‘

Logcollector

syslog-ng es-m-Tcertkitedu es-m-2.certkit.edu es-m-3certkitedu
l Role: Master Role: Master Role: Master

4> logstash-01.cert.kit.edu .

es-cd-1certkitedu
Role: Frozen Data l

> logstash-02.certkit.edu

T

Flowpipeline

ECS/ 3

s

es-cd-2.certkit.edu

Role: Frozen Data

& Peber Oektig

Remote Monitoring Cluster

es-rm-3.cert kit.edu
Role: Master,

es-rm-2.cert kit.edu
Role: Master, Ingest,

es-rm-.cert.kit.edu
Role: Master, Ingest,

Hot Data, Transform Hot Data, Transform Frozen Data

kibana-rm.cert kit.edu ‘
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How do we get netflow data into
elastic?

W ElastiFlow
m Expensive
® Many features

m | ogstash Input Module
B No sflow support
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flowpipeline SIT
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B Written in Go

B Modular design
B Pipeline: Module A = Module B = Module C

B Every module has source and sink

B Support for netflow and sflow

KIT-CERT - Konstantin Zangerle @TF-CSIRT 2023 Stockholm



Needed changes for flowpipeline
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B Output Module to connect to ELK
mto elastic?
mto logstash?
B [ umberjack protocol
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What are we doing with this
data In elastic”?

B Enrichment

B [ransformations



Painless Script

A\{]}
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int getPrefixLength (def i1ipRange) {
int slashIndex = ipRange.indexOf ('/");
1f (slashIndex ! —-1) A
Lry A
return Integer.parselnt (1pRange.substring(slashIndex + 1));
} catch (NumberFormatException e) {
return Integer.MIN_VALUE;

1
2
3
=
D
6
'/
3

;
return Integer.MIN_VALUE;
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Transformation

® Group Information

B Prepare Data for different needs

SRC IP SRC Port Dst IP Dst Port
141.3.212.215 22 141.3.212.213 345206
141.3.212.215 &80 141.3.212.213 34522

141.3.212.215 443 141.3.212.213 44426
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Transformation

® Group Information

B Prepare Data for different needs

SRC IP SRC Port Dst IP Dst Port
141.3.212.215 22 141.3.212.213 34526
141.3.212.215 80 141.3.212.213 34522
141.3.212.215 443 141.3.212.213 44426

SRC IP Dst IP Count
141.3.212.215 141.3.212.213 3
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Transformation Configuration (1)

QO J O U1 & W DN -

NNNNE PR R R R
N P O W oo Jo U b WN - O W

"1d": "flows—-talks",
"source": {
"index": |
"ls—flows"
1,
"query": |
"range": {
"dtimestamp": A
"1t": "now—2m/1m",
"gt": "now-15m/1m"
PRty
"dest": {
"1ndex": "flows—-talks",
"pipeline": "flows-talks"
Y
"frequency": "15s",
"SYDC": {
"time": {
"field": "@timestamp",
"delay" . "2m"

P

ST
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What do we get?
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M Faster searches:
B seconds (normal searches)
B minutes (with aggregations)

APl Support
W Storage Tiering

B Scalable Infrastructure
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Technical Difficulties (or: Lessons learned) ﬂ(".
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m Elastic configuration
®in vanilla configuration, ingest took ages
B disabling enrichment =no congestion
B ncreasing enrichment cache enrich.cache_size:

100000
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Questions SIT
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Sources ﬂ("
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